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1. 
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Description automatically generated]
[image: A screenshot of a computer

Description automatically generated]
(I simply added the PS1 variable and overrode the text and color all in one line)









2. The tcpdump tool is a packet sniffing tool used to analyze and filter network packets being sent to the network adapters present on a machine or virtual environment, kind of like Wireshark.
[image: A screenshot of a computer

Description automatically generated]
I first had to use the -D option to find out which interfaces I could inspect traffic on, then I used it on the “any” interface which catches all packets for all adapters
[image: A screenshot of a computer screen

Description automatically generated]
I then limited the number of packets to capture to 10 by using the -c option, since it otherwise goes until it receives the Ctrl-C interrupt signal
[image: A screenshot of a computer screen

Description automatically generated]
The last thing I did with tcpdump was limit captures to port 22 (which is SSH) because I am using a virtual machine that integrates with SSH. That means tcpdump will capture all of the packets being sent between my host OS and the guest OS to keep the SSH session alive
























3. netcat is a port scanner/listener that allows you to interact directly with hosts on a network using TCP/UDP to send/receive packets. It can be used for a variety of functions, including opening chat sessions between network hosts and creating reverse shell sessions for attacks.
[image: A screenshot of a computer

Description automatically generated]
First, I used it to connect to google.com at port 443 (which is the port for HTTPS). All this does is make a connection, not do anything specific with it. The -z option makes sure that the connection does not persist.
[image: A screenshot of a computer screen

Description automatically generated]
Next, I used it to echo a simple GET request to google.com at port 80 (HTTP), which returns the full HTML content of the webpage.
[image: A screenshot of a computer

Description automatically generated]
Finally, I used it to list all the open ports on my VM (localhost) in the range 15-25 (just to keep the output visible in the screenshot). This shows that port 22 (SSH) is the only open port between 15 and 25, which is expected in the case of my VM.

























4. The nslookup tool allows you to get information about a domain based on its DNS records, such as the IP address it resolves to.
[image: A screenshot of a computer

Description automatically generated]
I first issued the simple “nslookup” command to enter the tool’s interactive mode, which is the default when no options are supplied. This allows you to issue multiple queries without leaving the scope of the nslookup tool
[image: A screenshot of a computer

Description automatically generated]
Next, I issued a simple query for google.com that returns the DNS records associated with the domain name. The results show that there are multiple A (IPv4) and AAAA (IPv6) DNS records for google.com, probably for load balancing purposes.
[image: A screenshot of a computer

Description automatically generated]
Finally, I exited interactive mode using “exit” and used the nslookup command with the -type option to find the MX (email delivery) records for google.com.


























5. nmap is a tool similar to netcat that acts as a port scanner, and is widely used for penetration testing. It is advanced enough to be able to detect certain information about applications that are transmitting and receiving data over ports on a specific host on a network, including the application version.
[image: A screenshot of a computer

Description automatically generated]
First, I used it to scan ports on scanme.nmap.org, which is a domain address provided by the developers of nmap to demonstrate how port scanning works. Using a domain with nmap without any options automatically defaults to scanning 1000 common application ports. The above results show that only 5 ports are open out of 1000 scanned.
[image: A screenshot of a computer

Description automatically generated]
Then, I performed the same scan with the -sV options to perform an application version scan for open ports. Nmap was not able to find versions for every application, but it found the versions for SSH and Apache.
[image: A screenshot of a computer

Description automatically generated]
Finally, I performed the same port scan that I performed using netcat across ports 15-25 on my VM. This shows more information than netcat did, including which application is expected to use a given port. It also shows that my VM is running Linux (on the “Service Info: OS:” line).


























6. Wireshark is a packet sniffer/protocol analyzer that includes extensive logging features for inspecting the fine details of packets sent across a network. It is also well-known for having a complete GUI, which most other tools do not. However, because my VM does not have a desktop environment, I used tshark (Wireshark’s own CLI tool).
  [image: A screenshot of a computer

Description automatically generated]
I first used the -D option to list the network adapters that Wireshark can listen on. It also includes the “any” option as a wildcard, like tcpdump, but it has other options that tcpdump does not have such as the “sshdump” option which allows for packet capture on a remote host.
[image: A screenshot of a computer

Description automatically generated]
Like with tcpdump, I chose to capture packets on the “any” wildcard network adapter. The output shows a list of captured packets, again mostly SSH-related packets due to my connection to my VM’s shell.
[image: A screenshot of a computer

Description automatically generated]
Finally, I used the -c option to limit the packet collection to a single packet, and the -V option to expand the details of the packet. This shows all sorts of data about the packet, including the frame number, the length of the frame, the protocol (IPv6 in my case), and most of the information I recognize from the IPv6 frame header.
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LN J 7 vagrant@dev-m

[11_22_2023] opsulli3600 ~$ netcat
usage: nc [-46CDdFhkINnrStUuvZz] [-I length] [-i intervall [-M ttl]
[-m minttl] [-0 length] [-P proxy_username] [-p source_port]
[-q seconds] [-s sourcel [-T keyword] [-V rtable] [-W recvlimit] [-w t

— ssh <« vagrant ssh — 80x24

imeout]
[-X proxy_protocoll [-x proxy_address[:port]] [destination]

[port]

[11_22_2023] opsulli3600 ~$ nc -zv google.com 443

Connection to google.com 443 port [tcp/https] succeeded!

[11_22_2023] opsulli36eo ~s fI
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[ XN ] 7 vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24

[11_22_2023] opsulli3600 ~$ printf "GET / HTTP/1.0\r\nm\r\n" | nc -v google.com 8
]

Connection to google.com 80 port [tcp/http] succeeded!

HTTP/1.0 200 OK

Date: Wed, 22 Nov 2023 19:37:48 GMT

Expires: -1

Cache-Control: private, max-age=@

Content-Type: text/html; charset=IS0-8859-1

Content-Security-Policy-Report-Only: object-src ‘none’;base-uri 'self';script-sr
¢ 'nonce-VNntw-pAqkWl-YUWQSALVg' ‘strict-dynamic' 'report-sample' 'unsafe-eval

‘unsafe-inline' https: http:;report-uri https://csp.withgoogle.com/csp/gws/other
—hp

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Server: gus

X-XSS-Protection: @

X-Frame-Options: SAMEORIGIN

Set-Cookie: 1P_JAR=2023-11-22-19; expires=Fri, 22-Dec-2023 19:37:48 GMT; path=/;
domain=.google.con; Secure

Set-Cookie: AEC=Ackid1S2x4ra4qScDCXKcL6kn@VcvDVT-rmBvZh8ILUSII7iGANX8QQ8iw; expi
res=Mon, 20-May-2024 19:37:48 GMT; path=/; domain=.google.com; Secure; HttpOnly;
SameSite=lax

Set-Cookie: NID=511=cDizABVBly40e9AudGLM8keYhQ3_XKpoUjeSkNhx@alsJAUiocelLXXRpP1KR
waqMYqrKrouFz3X_BvWINNHeeiP_Xu2azqoVGQ4JHhRRKCZWTKO7fpPg_cHUhSnUp8tAmKVRjDaQEkkbh
25C0Q8MOCXAGPY2qA-C21QaVpTL197E; expires=Thu, 23-May-2024 19:37:48 GMT; path=/;
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[ XX ) " vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24

[11_22_2023] opsulli3600 ~$ nc -zv localhost 15-25
connect to localhost port 15 (tcp) failed: Connection
: connect to localhost port 16 (tcp) failed: Connection
: connect to localhost port 17 (tcp) failed: Connection
: connect to localhost port 18 (tcp) failed: Connection
: connect to localhost port 19 (tcp) failed: Connection
: connect to localhost port 20 (tcp) failed: Connection
: connect to localhost port 21 (tcp) failed: Connection
Connection to localhost 22 port [tcp/ssh] succeeded!

nc: connect to localhost port 23 (tcp) failed: Connection
nc: connect to localhost port 24 (tcp) failed: Connection
nc: connect to localhost port 25 (tcp) failed: Connection
[11_22_2023] opsulli3e00 ~s I

refused
refused
refused
refused
refused
refused
refused

refused
refused
refused
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[ XN J 7 vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24

1111_22_2023] opsulli3600 ~$ nslookup ]
>
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L N ] 7 vagrant@dev-m1:

[11.22_2023] opsulli3600 ~$ nslookup
> google. com

Server: 127.0.0.53

Address: 127.0.0.53#53

— ssh « vagrant ssh — 80x24

Non-authoritative answer:
Name:  google.com
Address: 64.233.185.138
Name:  google.com
Address: 64.233,185.113
Name:  google.com
Address: 64.233.185.102
Name:  google.com
Address: 64.233.185.100
Name:  google.com
Address: 64.233,185.139

Name:  google.com
Address: 64.233.185.101

Name:  google.com

Address: 2607:f8b0:4002:c08::71
Name:  google.com

Address: 2607:8b0:4002:c08: :8b
Name:  google.com

Address: 2607:f8b0:4002:c08

5
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[ XN ] " vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24

Name:  google.com
Address: 64.233.185.139

Name:  google.com

Address: 64,233,185.101

Name:  google. com

Address: 2607:8b0:4002: c08::71
Name:  google.com

Address: 2607:18b0:4002:c08: :8b
Name:  google.com

Address: 2607:8b0:4002: c08::65
Name:  google.com

Address: 2607:f8b0:4002:c08: :8a
> exit

[11_22_2023] opsulli3600 ~$ nslookup -type=mx google.com
Server: 127.0.0.53
Address: 127.0.0.53#53

Non-authoritative answer:
google. com mail exchanger = 10 smtp.google.com.

Authoritative answers can be found from:

[11_22_2023] opsulli3eee ~$ [
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(XK ] " vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24

[11_22_2023] opsulli3600 ~$ nmap scanme.nmap.org
Starting Nmap 7.80 ( https://nmap.org ) at 2023-11-22 19:50 UTC
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.091s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3cel
f

03c:91ff:felB:bb2

Not shown: 995 closed ports

PORT STATE SERVICE
22/tcp  open ssh

25/tcp  filtered smtp
80/tcp open http
9929/tcp open nping-echo
31337/tcp open Elite

Nmap done: 1 IP address (1 host up) scanned in 12.55 seconds
[11_22_2023] opsulli3600 ~$ I
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L N ] 7 vagrant@dev-m1:

9929/tcp  open nping-echo
31337/tcp open Elite

— ssh « vagrant ssh — 80x24

Nmap done: 1 IP address (1 host up) scanned in 12.55 seconds

[11_22_2023] 0psulli3600 ~$ nmap -sV scanme.nmap.org

Starting Nmap 7.80 ( https://nmap.org ) at 2023-11-22 19:52 UTC

Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.11s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c@1::f@3c:91ff:fe18:bb2
f

Not shown: 995 closed ports

PORT STATE SERVICE VERSION

22/tcp  open ssh 0penSSH 6.6.1p1 Ubuntu 2ubuntu2.13 (Ubuntu Linux;
protocol 2.0)

25/tcp filtered smtp

80/tcp  open http Apache httpd 2.4.7 ((Ubuntu))
9929/tcp open nping-echo Nping echo
31337/tcp open tcpurapped

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 20.60 seconds

[11_22_2023] opsulli3eee ~$ fI
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7 vagrant@dev-m1:

— ssh « vagrant ssh — 80x24

[11_22_2023] opsulli3600 ~$ nmap -sV -p 15-25 localhost

Starting Nmap

7.80 ( https://nmap.org ) at 2023-11-22 19:55 UTC

Nmap scan report for localhost (127.0.0.1)

Host is up (0.

PORT  STATE
15/tcp closed
16/tcp closed
17/tcp closed
18/tcp closed
19/tcp closed
20/tcp closed
21/tcp closed
22/tcp open
2.0)

23/tcp closed
24/tcp closed
25/tcp closed
Service Info:

Service detect
.org/submit/ .
Nmap done: 1 I

000020s latency).

SERVICE VERSION

netstat

unknown

qotd

msp

chargen

ftp-data

ftp

ssh OpenSSH 8.2p1 Ubuntu 4ubuntu0.5 (Ubuntu Linux; protocol

telnet

priv-mail

smtp

0S: Linux; CPE: cpe:/o:linux:linux_kernel

ion performed. Please report any incorrect results at https://nmap

P address (1 host up) scanned in .20 seconds

[11_22_2023] opsulli3eee ~$ fI
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(XX ) " vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24

[11_22_2023] opsulli3600 ~$ sudo tshark -D

Running as user "root" and group "root". This could be dangerous.
1. etho
2. o (Loopback)

3. any

4. bluetooth-monitor

5. nflog

6. nfqueue

7. ciscodump (Cisco remote capture)

8. dpauxmon (DisplayPort AUX channel monitor capture)
9. randpkt (Random packet generator)

10. sdjournal (systemd Journal Export)

11. sshdump (SSH remote capture)

12. udpdump (UDP Listener remote capture)
[11_22_2023] opsulli3eeo ~$ fl
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[ XN ) " vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24
[11_22_2023] opsulli3600 ~$ sudo tshark -i any

Running as user “root" and group “root". This could be dangerous.

Capturing on 'any'

1 0.000000000 VMware_66:4a:d9 - ARP 44 Who has 192.168.106.17 T

ell 192.168.106.128

2 0.000426314 la:3e:ef:8c:70:65 - ARP 62 192.168.106.1 is at la

:3e:ef:8c:70:65

3 0.581939244 192.168.106.128 - 192.168.106.1 SSH 216 Server:

et (len=148)
4 0.582404390 192.168.106.1 - 192.168.106.128 TCP 68 51874 -
Ack=149 Win=2045 Len=0 TSval=3640727185 TSecr=1221739311

5 1.091120752 192.168.106.128 - 192.168.106.1 SSH 256 Server:

et (len=188)
6 1.091526359 192.168.106.1 - 192.168.106.128 TCP 68 51874 -
Ack=337 Win=2045 Len=0 TSval=3640727694 TSecr=1221739820

7 1.603927501 192.168.106.128 - 192.168.106.1 SSH 152 Server:

et (len=84)
8 1.604281902 192.168.106.1 - 192.168.106.128 TCP 68 51874 -
Ack=421 Win=2046 Len=0 TSval=3640728207 TSecr=1221740333

9 2.115562435 192.168.106.128 - 192.168.106.1 SSH 160 Server:

et (len=92)
10 2.115985623 192.168.106.1 - 192.168.106.128 TCP 68 51874 -
Ack=513 Win=2046 Len=0 TSval=3640728719 TSecr=1221740844

11 2.627334286 192.168.106.128 - 192.168.106.1 SSH 128 Server:

Encrypted pack
22 [ACK] Seq=1
Encrypted pack
22 [ACK] Seq=1
Encrypted pack
22 [ACK] Seq=1
Encrypted pack
22 [ACK] Seq=1

Encrypted pack
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[ XX ] * vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24

[11_22_2023] opsulli3600 ~$ sudo tshark -i any -c 1 -V
Running as user "root" and group "root". This could be dangerous.
Capturing on ‘any’
Frame 1: 72 bytes on wire (576 bits), 72 bytes captured (576 bits) on interface
any, id @

Interface id: @ (any)

Interface name: any

Encapsulation type: Linux cooked-mode capture (25)

Arrival Time: Nov 22, 2023 20:13:48.400017910 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1700684028.400017910 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 72 bytes (576 bits)

Capture Length: 72 bytes (576 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: sll:ethertype:ipv6:icmpv6]
Linux cooked capture

Packet type: Sent by us (4)

Link-layer address type: 1

Link-layer address length: 6
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e LX) 7 vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24

[[11_22_2023] opsulli3600 ~$ nano ~/.bashrc ]
[[11_22_2023] 0psulli3600 ~$ source ~/.bashrc ]
[11_22_2023] opsulli36eo ~s fI
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L N ] [ vagrant@dev-m'

GNU nano 8 /home/vagrant, ashrc
# ~/.bash_aliases, instead of adding them here directly
# See /usr/share/doc/bash-doc/examples in the bash-doc package.

— ssh « vagrant ssh — 80x24

if [ -f ~/.bash_aliases 1; then
. ~/.bash_aliases
fi

# enable programmable completion features (you don't need to enable
# this, if it's already enabled in /etc/bash.bashrc and /etc/profile
# sources /etc/bash.bashrc).
if | shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion 1; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

PS1="\e[0;32m[\D{%m_%d_%Y}] opsulli360e ~\$ \e[em"

[ |

8 Get Help write out @ where Is X Cut Text [&] Justify [ Cur Pos
B Exit Read File ggY Replace { Paste Textgl] To Spell Go To Line
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L N ] 7 vagrant@dev-m1:

[11_22_2023] opsulli3600 ~$ tcpdump -D
1.ethe [Up, Running]

2.10 [Up, Running, Loopback]

3.any (Pseudo-device that captures on all interfaces) [Up, Running]
4.bluetooth-monitor (Bluetooth Linux Monitor) [none]

5.nflog (Linux netfilter log (NFLOG) interface) [none]

6.nfqueue (Linux netfilter queue (NFQUEUE) interface) [none]

[11_22_2023] opsulli3600 ~$ sudo tcpdump --interface any

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX_SLL (Linux cooked v1), capture size 262144 byt
es

19:15:52.245080 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 3246518868:
3246518952, ack 514544000, win 501, options [nop,nop,TS val 1218485828 ecr 30238
3915], length 84

19:15:52.245238 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 84:120, ack
1, win 501, options [nop,nop,TS val 1218485828 ecr 302383915], length 36
19:15:52.245356 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 120:220, ac
k 1, win 501, options [nop,nop,TS val 1218485828 ecr 302383915], length 100
19:15:52.245426 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 220:256, ac
k 1, win 501, options [nop,nop,TS val 1218485828 ecr 302383915], length 36
19:15:52.245607 IP 192.168.106.1.51091 > dev-ml.ssh: Flags [.], ack 84, win 2046
, options [nop,nop,TS val 302383943 ecr 1218485828], length @

19:15:52.245626 IP 192.168.106.1.51091 > dev-ml.ssh: Flags [.], ack 120, win 204
6, options [nop,nop,TS val 302383943 ecr 12184858281, length @

— ssh « vagrant ssh — 80x24
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[ XN ) _ vagrant@dev-m'

[11_22_2023] opsulli3600 ~$ sudo tcpdump --interface any -c 10

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX_SLL (Linux cooked v1), capture size 262144 byt
es

19:18:54.426461 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 3247487456:
3247487628, ack 514547744, win 501, options [nop,nop,TS val 1218668009 ecr 30256
6114], length 172

19:18:54.426915 IP 192.168.106.1.51091 > dev-ml.ssh: Flags [.], ack 172, win 204
5, options [nop,nop,TS val 302566145 ecr 12186680091, length @

19:18:54.427214 IP localhost.34757 > localhost.domain: 17227+ [lau] PTR? 128.106
.168.192.in-addr.arpa. (57)

19:18:54.427646 IP dev-m1.53882 > _gateway.domain: 32322+ PTR? 128.106.168.192.1
n-addr.arpa. (46)

19:18:54.701042 IP _gateway.domain > dev-ml.53882: 32322 NXDomaink- 0/0/0 (46)
19:18:54.701657 IP localhost.domain > localhost.34757: 17227 2/0/1 PTR dev-ml.,
PTR dev-m1.local. (103)

19:18:54.775057 IP localhost.36357 > localhost.domain: 55931+ [lau] PTR? 53.0.0.
127.in-addr.arpa. (52)

19:18:54.853407 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 404:576, ac
k 37, win 501, options [nop,nop,TS val 1218668436 ecr 3025664941, length 172
19:18:54.853689 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 576:644, ac
k 37, win 501, options [nop,nop,TS val 1218668436 ecr 3025664941, length 68
19:18:54.853753 IP 192.168.106.1.51091 > dev-ml.ssh: Flags [.], ack 576, win 204
5, options [nop,nop,TS val 302566572 ecr 12186684361, length @

— ssh « vagrant ssh — 80x24
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[ XN J 7 vagrant@dev-m1: ~ — ssh « vagrant ssh — 80x24

[11_22_2023] opsulli3600 ~$ sudo tcpdump --interface any -c 10 port 22

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on any, link-type LINUX_SLL (Linux cooked v1), capture size 262144 byt
es

19:22:52.922435 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 3247493904:
3247493940, ack 514550540, win 501, options [nop,nop,TS val 1218906505 ecr 30280
45901, length 36

19:22:52.922928 IP 192.168.106.1.51091 > dev-ml.ssh: Flags [.1, ack 36, win 2047
, options [nop,nop,TS val 302804622 ecr 1218906505], length 0

19:22:53.018296 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 36:136, ack
1, win 501, options [nop,nop,TS val 1218906601 ecr 3028046221, length 100
19:22:53.018562 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 136:196, ac
k 1, win 501, options [nop,nop,TS val 1218906601 ecr 3028046221, length 60
19:22:53.018634 IP 192.168.106.1.51091 > dev-ml.ssh: Flags [.], ack 136, win 204
6, options [nop,nop,TS val 302804718 ecr 1218906601], length @

19:22:53.018768 IP 192.168.106.1.51091 > dev-ml.ssh: Flags [.1, ack 196, win 204
7, options [nop,nop,TS val 302804718 ecr 1218906601], length @

19:22:53.018861 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 196:272, ac
k 1, win 501, options [nop,nop,TS val 1218906601 ecr 3028047181, length 76
19:22:53.019006 IP dev-ml.ssh > 192.168.106.1.51091: Flags [P.], seq 272:324, ac
k 1, win 501, options [nop,nop,TS val 1218906602 ecr 302804718], length 52
19:22:53.019279 IP 192.168.106.1.51091 > dev-ml.ssh: Flags [.], ack 272, win 204
6, options [nop,nop,TS val 302804718 ecr 1218906601], length @

19:22:53.019294 TP 192.168.106.1.51091 > dev-ml.ssh: Flags [.], ack 324, win 204




