1. The names and URLs of apt repositories are listed in “/etc/apt/sources.list” and there may also be separate listing files in the “/etc/apt/sources.list.d” directory (not common). Repositories can be added in one of two ways, either by using the “apt-add-repository” command (which is enabled by installing the “software-properties-common” package) or by using “echo” to write a full repository listing like “deb http://us.ports.ubuntu.com/ubuntu-ports/ jammy universe” to “/etc/apt/sources.list”.
2. I downloaded the “.deb” file for Google Chrome and extracted it, revealing the “debian-binary”, “control.tar.xz”, and “data.tar.xz” files: [image: ]
a. Inside the “control.tar.xz” archive are scripts and package metadata files: [image: A green and blue text

Description automatically generated with medium confidence]
b. Inside the “data.tar.xz” archive are all of the installable files for the package, including some scripts (like a cron job) that are added to the system to make the software run properly: [image: A screenshot of a computer program

Description automatically generated]
c. The “debian-binary” file just lists the package version: [image: ]
3. Creating users “bob” and “jon”:
a. Using “useradd” to add the “bob” user results in no command output. The “bob” user is added, but no new home directory is created. The “bob” user is simply added to the end of “/etc/passwd”: [image: A screenshot of a computer screen

Description automatically generated]
b. Using “adduser” to add the “jon” user prompts for a password for that user, as well as identifying information. A directory for the user is created in “/home”, in addition to the user being added to “/etc/passwd”: [image: A screenshot of a computer screen

Description automatically generated]
c. One way to lock a user out of their account is to use the “usermod -L” command. This adds an exclamation mark to the user’s entry in “/etc/shadow”, which causes the user’s password not to match the entry when it is hashed for authentication: [image: A computer screen with white text

Description automatically generated]
d. Another way to lock a user’s account is to simply edit “/etc/shadow” and add a character to the beginning of the user’s password hash, just like “usermod -L” does but instead done manually using a text editor: [image: A computer screen with white text

Description automatically generated]
4. Skeleton files that are copied to a new user’s home directory when using the “adduser” command live in “/etc/skel”. The skeleton files are all hidden files (beginning with a ‘.’) and they are default bash environment configuration files: [image: A screenshot of a computer

Description automatically generated]
[image: A screenshot of a computer screen

Description automatically generated]
5. Environment variables are variables that can be used by programs across a Linux system to reference common information. They often serve as configuration options relevant to the currently running shell (usually bash). They follow the syntax “[variable_name]=[value]” and can be printed with “printenv”: [image: A screenshot of a computer

Description automatically generated] 
Or, they can be individually printed using “echo”: [image: ]
They can be set or updated using the “export” command or simply by using the name of the variable: [image: A number on a black background

Description automatically generated]
[image: A close up of text

Description automatically generated]
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[106/10/2024]opsulli@Fall2e24 $ sudo adduser jon
Adding user “jon' ...
Adding new group ‘jon' (1002) ...
Adding new user ‘jon' (1002) with group “jon'
Creating home directory °/home/jon'
Copying files from " /etc/skel'
New password:
Retype new password:
passwd: password updated successfully
Changing the user information for jon
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] y
[16/10/2024]opsulli@Fall2e24 $ 1s /home
jon owen
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[106/10/2024]opsulli@Fall2e24 $ sudo usermod -L jon
[106/10/2024]opsulli@Fall2e24 $ sudo tail fetc/shadow
saned:*:19961:0:99999:7:::
colord:*:19961:0:99999:7
geoclue:*:19961:0:99999:7:::
pulse:*:19961:0:99999:7:::
gnome-initial-setup:*:19961:9:99999:7:::
hplip:*:19961:0:99999:7:::

jon:!SySjOTSFZRIMMEqQhTgPOO4v02NiM/S$SB5Tk /2b1f jABIMEK /@PEVhqLD14ei0aGFromqrPTPR3:2
0006:0:99999:7::: B
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kernoops:*:19961:0:99999:7:::
avahi:*:19961:0:99999:7:::

cups-pk-helper:*:19961:0:99999:7:::

rtkit:*:19961:0:99999:7:::

whoopsie:*:19961:0:99999:7:::

555d:*:19961:0:99999:7:::

speech-dispatcher:1:19961:0:99999:7:::

fwupd-refresh:*:19961:0:99999:7:::

nM-openvpn:*:19961:0:99999:7:::

saned:*:19961:0:99999:7:::

colord:*:19961:0:99999:7:::

geoclue:*:19961:0:99999:7:::

pulse:*:19961:0:99999:7:::

gnome-initial-setup:*:19961:0:99999:7:::

hplip:*£19961:0:99999:7:::

gdm:*:19961:0:99999:7::: I

owen:$ Sj9T$x?a6rGZﬁleLp?n4BrGN9[$?BhDrBgztoCsNcH54[uaNdKV39?5NTB[oyyif8erqﬁ:E
0006:0:99999:7:::
$j9TSFZR1MMEQhfgOO04vO2NiM/$B5Fk/2b1fjA8IMEK/OPEVhqLD14ei0aGFromqrPTPR3 [
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[16/10/2024]opsulli@Fall2024 $

total 28
drwxr-xr-x
drwxr-xr-x 12
-TW-r--r--
-TW-r--r--
-TW-r--r--

e o N

root
root
root
root
root

root
root
root
root
root

4096
12288
220
BT
807

1s -al /fetc/skel

Aug 26 03:56

Oct 10 ©89:23 ..

Jan 6 2022 .bash_logout
Jan 6 2022 .bashrc

Jan 6 2022 .profile
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[10/10/2024]opsulli@Fall2e24 $ cat fetc/skel/.bash_logout
# ~/.bash_logout: executed by bash(1) when login shell exits.

# when leaving the console clear the screen to increase privacy

if [ "SSHLVL" = 1 ]; then
[ -x fusr/bin/clear_console ] && /usr/bin/clear_console -q
fi
[106/10/2024]opsulli@Fall2e24 § tail fetc/skel/.bashrc
# enable programmable completion features (you don't need to enable
# this, if it's already enabled in fetc/bash.bashrc and fetc/profile
# sources fetc/bash.bashrc).
if ! shopt -oq posix; then
if [ -f fusr/share/bash-completion/bash_completion ]; then
. fusr/share/bash-completion/bash_completion
elif [ -f fetc/bash_completion ]; then
. [etc/bash_completion
fi
fi
[106/10/2024]opsulli@Fall2e24 § cat fetc/skel/.profile
# ~/.profile: executed by the command interpreter for login shells.
# This file is not read by bash(1), if ~/.bash_profile or ~/.bash_login
# exists.
# see [usr/share/doc/bash/examples/startup-files for examples.
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[18/18/2024]opsulli@Fall2ez4 $ printenv
SHELL=/bin/bash
SESSION_MAMAGER=local/owen-4240-ubuntu:@/tmp/.ICE-unix/817,unix/owen-4240-ubuntu
:ftmp/.ICE-unix /817

QT_ACCESSIBILITY=1

COLORTERM=truecolor
XDG_CONFIG_DIRS=/etc/xdg/xdg-ubuntu: /etc/xdg
SSH_AGENT_LAUNCHER=gnome -keyring
XDG_MENU_PREFIX=gnome-
GNOME_DESKTOP_SESSION_ID=this-is-deprecated
GNOME_SHELL_SESSION_MODE=ubuntu
SSH_AUTH_SOCK=/run/user /1000 /keyring/ssh
XMODIFIERS=@im=1bus

DESKTOP_SESSION=ubuntu
GTK_MODULES=gail:atk-bridge

PWD=/home/owen /Desktop

LOGNAME=owen

XDG_SESSION_DESKTOP=ubuntu
XDG_SESSION_TYPE=wayland
SYSTEMD_EXEC_PID=848
XAUTHORITY=/run/user/1000/.mutter-Xwaylandauth.YZXyu2
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[18/10/2024]opsulli@Fall2e24 $ echo $SHELL
/bin/bash
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[10/10/2024]opsulli@Fall2024 $ export NEWVAR=4246
[16/10/2024]opsulli@Fall2e24 $ echo SNEWVAR
4240
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[10/10/2024]opsulli@Fall2e24 § COOL=BEANS
[16/10/2024]opsulli@Fall2e24 $ echo $COOL
BEANS
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10/10/2024Jopsulli@Fall2e24 § 1s
control.tar.xz| |debian-binar
data.tar.xz] google-chrome-stable_current_amdé64.deb
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[18/10/2024]opsulli@Fallzez4 § 1s control
control postinst postrm prerm
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[18/18/2024]opsulli@Fall2ez24 $ tree data
data
— etc
L cron.daily
L google-chrome -> fopt/google/chrome/cron/google-chrome

— opt
L %iigle
chrome
— chrome
— chrome_100_percent.pak
— chrome_200_percent.pak
— chrome_crashpad_handler
— chrome-management-service
— chrome-sandbox
— CHROME_VERSION_EXTRA
— cron
L google-chrome
— default-app-block
— default_apps
L external_extensions. json
— google-chrome
— icudtl.dat
— LlibEGL.so
— LlibGLESv2.so
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[16/16/2024]opsulli@Fall2e24 $ cat debian-binary
2.8
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[106/10/2024]opsulli@Fall2e24 $ sudo useradd bob

[16/10/2024]opsulli@Fall2e24 $ 1s /home

owen

[106/10/2024opsulli@Fall2e24 $ tail fetc/passwd
nm-openvpn:x:121:127:NetworkManager OpenVPN,,,:/var/lib/openvpn/chroot:/usr/sbin
/nologin

saned:x:122:129::/var/lib/saned: fusr/sbin/nologin

colord:x:123:130:colord colour management daemon,,,:/var/lib/colord:/usr/sbin/no
login

geoclue:x:124:131::/var/lib/geoclue: fusr/sbin/nologin

pulse:x:125:132:PulseAudio daemon,,,:/run/pulse:fusr/sbin/nologin
gnome-initial-setup:x:126:65534::/run/gnome-initial-setup/:/bin/false
hplip:x:127:7:HPLIP system user,,,:/run/hplip:/bin/false

gdm:x:128:134:Gnome Display Manager:/var/lib/gdm3:/bin/false
owen:x:1000:1000:0wen Sullivan,,,:/home/owen:/bin/bash

bob:x:1001:1001:: /home/bob: /bin/sh




