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(10 pts) Identify the security concerns in the EVCSS system and how they should be addressed in the system. (250 words minimum)
The security concerns present in the EVCSS can be broken up into a few categories: physical security, software security, and operational security.
Physical security concerns in the case of the EVCSS are primarily concerns with the hardware which interacts with the EVCSS: the charging station hardware and the devices of system administrators (apartment complex managers and maintenance technicians). The charging stations are a considerable security liability because the EVCSS is adapted to work with the hardware; the charging stations almost certainly have at least some form of debug interface and a complicated series of connected sub-devices (a screen, possibly, as well as vehicle charging adapters, ethernet ports, etc.), and a sophisticated attack on the hardware could allow an attacker to gain access to the EVCSS in a way meant exclusively for required interactions. Likewise, an attacker could gain unauthorized access to a client device used by a system administrator and use it to perform system actions that would normally be reserved for the intended administrators. Both attack vectors are complex and cannot be solved effectively by system software, however, if the EVCSS is designed to grant as few system privileges to each user and device as are needed for them to operate fully, the damage that an attacker could do can be minimized.
Software security concerns in the case of the EVCSS are also complex. One key area to consider is the interactions between software modules and subsystems, such as the communications between the EVCSS and an external tenant billing system. The EVCSS must be designed with information security in mind, which translates to network communications being encrypted and sending as little data as necessary to perform operations so as to reduce the likelihood that an intercepted or modified transmission can result in unauthorized system changes.
Operational security in the case of the EVCSS is more of a generalization for the various ways that day-to-day operations by users of the EVCSS as well as developers/maintainers of the EVCSS could lead to breaches. For example: the EVCSS users, including apartment complex administrators and tenants, would very likely authenticate with the system using a traditional method such as a username and password. If an administrator’s account were breached, then that poses a risk not only to the system but also to the other users of the system; if the EVCSS is not designed and implemented according to the latest-available security standards, an attacker could use administrator access to leak information about tenants and use that information in a variety of nefarious ways. A potential, proven mitigation strategy is requiring multi-factor authentication (MFA) for both login and for performing sensitive operations, which would help prevent an attacker from gaining extended access to the system.
(10 pts) Develop a cloud-based backup strategy for the EVCSS system.  Include cost estimates for your strategy. (250 words minimum)
[bookmark: _Hlk164351489][bookmark: _Hlk164353007]Because the EVCSS will be used consistently by users who generate new billing-applicable transactions, it stands to reason that a daily cloud-based backup strategy would be ideal. Each time a user charges a vehicle, data about how much electricity was used for a charge and the costs associated with that charging session needs to be committed. However, there is no guarantee that a high volume of users will charge their vehicles each day, so incremental daily backups would be most cost-effective. To ensure that the most accurate historical data is retained, monthly differential backups should also be performed. Each incremental backup should be retained for a 90-day period to ensure that day-by-day states spanning three differential backups can be recovered, if needed, and each differential backup should be retained for 12 months so that “recent” data can be recovered in full form (like it were a full system backup).
Estimating the cost of backups for the EVCSS is difficult without knowing how much data the system will store with each operation, which is influenced heavily by the system’s design, because most cloud backup providers for enterprise measure costs in terms of GBs or TBs stored. To estimate the costs, we can assume that the EVCSS is deployed using Amazon AWS DynamoDB and stores a maximum of 10GB of operational data. DynamoDB snapshots are $0.095/GB/month, meaning that the cost of incremental backups is negligible; each differential backup may contribute 1 GB of additional data at the most, meaning that the cost formula can be represented as 0.095 (existing storage in GB + additional storage in GB) = 0.095 (10 + 1) = $1.045 for the first month. This cost seems abnormally low using these assumptions, but is an attractive estimate given that data storage requirements could scale considerably with EVCSS usage.
