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Security Breach
Security breaches are in the news all the time. Document three recent security breaches involving the theft of employee information or customer data. Suggest ways the attack could have been avoided.  Can you find a security breach that has impacted you personally??

1. Breach #1

https://www.cnn.com/2024/04/12/business/roku-security-breach-user-accounts/index.html — Roku recently had a data breach that compromised at least 576,000 user accounts (possibly including mine). The compromised credentials likely came from a different compromised site, so this could have been avoided by users not using the same password across multiple sites.

2. Breach #2

https://apnews.com/article/att-data-breach-dark-web-passcodes-fbef4afe0c1deec9ffb470f2ec134f41 — AT&T experienced a breach that resulted in the personal information (including social security #s) of 73 million customers being leaked online. AT&T claims it was caused by improper vendor security, so the attack could have been avoided by requiring more strict security from vendors.

3. Breach #3
https://www.forbes.com/advisor/personal-finance/data-breach-affects-bank-of-america-customers/ — Bank of America experienced a breach that leaked customers’ personal information, and they claim it was caused by an attack on a service provider. Again, this could have been avoided by requiring more strict security from vendors.
