CPSC Study Lab — Week 2 (September 26)
Lesson Information — Linux, shell basics, Linux utilities, and etc.

What is Linux?
Linux is a free, open-source operating system kernel developed with the idea that everything within the operating system should be a “file”. More accurately, everything on Linux is interacted with as though it is a file.

Linux was originally developed by Linus Torvalds, and the kernel is contributed to by experienced programmers via Git and a permissions-based methodology for approving changes and additions to the kernel.

Various popular flavors of Linux, such as Ubuntu, exist and are published by a variety of for-profit and not-for-profit organizations. Linux distributions, including the pure Linux kernel, include several programs and utilities meant to make interacting with Linux easier.

More information on the history of Linux: https://en.wikipedia.org/wiki/Linux

Why do we use Linux?
In general, programmers use Linux for a few reasons:
1. Linux is free
2. Linux is often lightweight
3. Linux is extremely well-documented

For the purposes of Computer Science at Clemson University, Linux is used because it provides a host of APIs that make programming more intuitive and accessible for students. The School of Computing’s virtual environment, which was covered in a previous CPSC Study Lab, runs Linux.

How does a terminal/shell work?
When you open a terminal on a Linux machine (or connect remotely to a Linux machine using SSH), you are interacting with the shell. There are a few popular shell programs, such as bash (found on most Linux machines) and zsh (most used on modern versions of macOS).

When you interact with a shell, you are interacting with a program which was developed to facilitate high-level interaction with the Linux kernel. The shell program (for example: bash) interprets your commands and calls the appropriate system-recognized programs, passing arguments to these programs as necessary.

Using the shell is not the same as interacting directly with the Linux kernel — rather, the shell provides a less technical interface than the raw APIs and functions that programmers use in their programs to leverage the kernel.

More information about the Linux kernel and shell programs is frequently covered in: CPSC 2310 (Introduction to Computer Organization), CPSC 2150 (Software Development Foundations), CPSC 3220 (Operating Systems), and other courses at Clemson University.

Using the bash shell:
There are a few main types of operators used in the bash shell (not including those used in bash scripting, which is a more advanced topic):

Logical operators:
Logical operators in bash are very similar to logical operators in the C, C++, and Java programming languages.

The && operator:
The && operator is used to run multiple commands in sequence, based on the order in which commands are listed. The second command will only run if the first command succeeds.

For example: cd ~/Desktop && touch file.txt

In this example, we are telling the shell to cd (“Change Directory”) into the current user’s “Desktop” folder, contained in the home directory designated by ~/. Then, if we have successfully performed the cd operation, our second command tells the operating system to create a file called “file.txt” (the “touch” command creates a file).

We can string together this operator to continue combining commands: cd ~/Desktop && touch file.txt && vim file.txt

The || operator:
The || operator is used to run one command (the second in the list) if and only if the first command in the list fails.

For example: cd ~/Desktop || cd ~/Downloads

In this example, we are telling the shell to cd into the current user’s “Desktop” folder. If we cannot cd into the “Desktop” folder for some reason, such as the directory not existing, then we instead tell the shell to cd into the current user’s “Downloads” folder.

This operator can also be used in sequence, where the operations are handled in a one-after-the-other fashion that stops when a command is successful: cd ~/Desktop || cd ~/Downloads || cd ~/

List terminators:
There are a few list terminator operators, but we will only cover one for simplicity.

The ; operator:
The ; operator is used to run commands in a list, one after the other, without consideration for the successes or failures of the commands being run.

For example: cd ~/Desktop ; touch file.txt ; vim file.txt

In this example, a few things could happen. If the directory at ~/Desktop exists, then a file called “file.txt” will be created in that directory and will subsequently be edited. However, if the directory at ~/Desktop does not exist, then the file will be created in the current working directory.

Pipe operators:
There are a couple of pipe operators, but we will only cover one for simplicity.

The | operator:
The | operator (not to be confused with the || operator) is used to direct the output of one command to the input of another.

For example: cat file1.txt | tee file2.txt

In this example, the contents of “file1.txt” will be read and outputted by the “cat” command. That output is then passed to the “tee” command, which accepts input and outputs it to both the shell and to the file specified as the command argument. So, in this instance, the contents of “file2.txt” will match the contents of “file1.txt” after running the combined command.

Redirection operators:
There is a suite of redirection operators available in most shells (some differ by shell program), but we will only cover the two most common operators for simplicity.

The < operator:
The < operator is used to direct input to a program that would normally take input via manual text entry.

For example: ./myprogram.out < “Hello”

In this example, let’s assume that “myprogram.out” is a program that I wrote and compiled myself with the simple objective of printing whatever I type. Normally, the program would ask me to enter the text myself, but now I’m providing the text in the shell operation.

The > operator:
The > operator is used to direct program output to somewhere other than the standard shell output.

For example: ./myprogram.out > file.txt

In this example, let’s assume that “myprogram.out” is a program that I wrote and compiled myself with the simple objective of printing “Go Tigers!”. Normally, I’d run that program and see the output in the terminal window, but now it will be sent to a file called “file.txt”.

More information:
For a much more detailed description of the shell operators covered above, as well as some that were not covered, see this StackExchange post: https://unix.stackexchange.com/a/159514

Linux utilities:
Linux includes a variety of programs/utilities that make interacting with the operating system through the shell much simpler. Most follow standardized specifications for how they’re meant to be used.

The “man” utility:
By far one of the most important utilities available to a Linux user or programmer is the “man” utility. This program accesses and displays a database of documentation (or manual) for the programs and APIs that are included with the Linux kernel, and many third-party programs provide their own man pages that are added to the database upon installation or update.

For example: man ls

In this example, we are asking the man utility to provide us with the manual for the “ls” utility (which lists the files and directories within a given directory).

More information:
There are too many Linux utilities to cover in CPSC Study Lab. For the best information about what utilities are available, check the following: https://linuxhandbook.com/shell-builtin-commands/

Command examples (for reverse engineering):
Below are a couple of moderately complicated command sequences that combine built-in Linux utilities and shell operators. Use the “man” utility or internet resources to learn about each of the utilities (shown in bold) and come up with an explanation for what the entire command is doing.

cd ~/ && mkdir study && ls > home_directories.txt

ls ~/ | grep “Pictures” | tee new_file.txt ; cat new_file.txt
